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 Question Notes 

1 What hosting plan do you use for 
your application? 

a) Third party hosting company 
– shared hosting 

b) Third party hosting company 
– dedicated server 

c) Third party hosting company 
– cloud service 

d) In house hosting 
e) Other 

 

2 In case the application is hosted by a 
third party company: 

a) Is the third party aware 
about the tests? 

b) Is there formal permission 
for performing such tests? 

c) Are there any restrictions 
and requirements set by the 
third party company 
regarding security testing 
activities? 

 

3 What is the primary purpose of the 
test? 

a) Discover as much 
vulnerabilities as possible 

b) Penetrate the IT 
infrastructure as deeper as 
possible 

c) Other 

 

4 What type of environment will be 
tested? 

a) Development 
b) UAT 
c) Production 
d) Other 

 

5 What are the availability 
considerations? 

a) The environment should be 
up and running 24/7 with 
short tolerable interruptions 

b) Longer interruptions are 
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acceptable 

6 How many user roles the application 
defines? (for example anonymous 
visitor, editor, administrator) 

 

7 Which of the application roles will be 
accessible for the pen testers 
through the credentials provided? 

 

8 Are there different application 
interfaces for the different roles? 
Which of them will be tested?  

 

9 How many modules the application 
consists of? Please describe them in 
a nutshell. 

 

10 Which of the modules you consider 
as most critical? 

 

11 Are there application modules or IT 
components that you would like 
specifically to EXCLUDE from the 
scope? (those will not be assessed) 

 

12 Does the application or your 
organization subject of any 
information security regulatory 
requirements?  

 

 


